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ABSTRACT

Online social networks (OSNs) are increasingly becoming popular tools for social interactions despite the prevailing
ambivalence towards them. The issue of privacy is a key concern due to increasing popularity and immense growth in
the volume of online data exchange between OSN users. There is a need to realize and deal with the social
consequences of confession of unwanted information to unintended audiences. Despite of information disclosure, the
issue is more problematic due to a lack of privacy knowledge and related privacy risks on behalf of the users. The core
idea of this research is to come up with comprehensive guidelines for protection against unintended information
disclosure via OSNs. Although the users can tweak privacy settings related to different information items/categories,
authors hypothesize that the complexity of managing privacy settings, accompanied by increasingly negligent default
settings, leads to unintended information disclosure.
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INTRODUCTION
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An online social network (OSN) is an online platform
that people use to build social links or relationships with
other people. They create social networks so that they
can share common activities, similar personal or career
interests, real-life associations, or background. Online
social networking is a great source of interaction. In
computer networks, OSNs describes the perfect
demonstration of graphs, where nodes are showing users
and edges represent relationships between them. The
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majority of the people spend a lot of their time on OSNs.
A set of privacy policies that force the system to
protect personal information can also be defined as a
willingness to share information and their reaction to
unintended parties viewing or using this information
[11,[2]. Privacy is a major concern that is discussed by the
researchers. Authors should understand privacy is an
umbrella term for a group of related yet distinct things.
Privacy is about respecting the desires of individuals were

JICTRA 2019


mailto:rabiaiqbal18@gmail.com/

compatible with the aims of the larger community. Privacy
is not merely an individual right, it is an important
component of any flourishing community. OSNs have
various merits and demerits. If you have a huge number
of friends in these sites than there are strangers too which
can snoop user information and can cause some common
privacy issues among younger's including harassment,
identity theft etc. It has been perceived that young users
don’t bother about privacy risks due to which several
threats are associated with posting their personal details
on OSNs.

One of the most important threats that the users
have to face is identity theft. These issues also give birth
to several social evils such as financial and terrorism risk,
physical and sexual extortion etc [3]. On the internet the
top most visited social networking site is Facebook which
had 1.5 billion monthly active users. As this site is
available for every user so its openness also creates
some major issues regarding security. Privacy is essential
in an extensive range of applications that pursue to
protect the user’s information related to their location and
other details too. As it's a diverse concept so no single
definition of privacy can include all the characteristics
related to it [4]. There is no privacy standard for
controlling the user’s personal information settings as it
varies from site to site.

The main focus of this study is to scale the level of
understanding of the privacy settings of Facebook and
exposure to privacy risks due to negligent default settings.
This study is restricted to Facebook because it is the most
commonly used OSN site in the state of Azad Jammu &
Kashmir (AJK) Muzaffarabad and it is easy to use.

In this paper, a detailed literature review is presented
in the next section. Later the material and methods used
to complete all aspects of study along with hypothesis are
discussed. Results are debated in detail before
concluding the study in last section.

RESEARCH METHODOLOGY

In the last few years, the numbers of users of OSNs
had widely proliferated because of the boom of IT and its
availability to the common person. Nowadays, a huge
number of internet users are using OSNs to communicate
with their family and friends and share their photos,
videos, and their thoughts[5].
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Every OSN asks users to provide their e-mail id,
address, D.O.B, etc to complete their profile. This
information leads to create a threat state for that particular
user whose personal information can be breached by
unknown persons [6].It is observed in [7] that majority of
the users in USA, Australia, Brazil, and Belgium were
below the age 24, which shows youth is more inclined
toward social interaction show careless behavior which
causes them to fall in the risky state, so researchers are
highly focused on youth to educate them [9].Elderly users
are more aware of posting personal information details
such as date of birth, friend list and school information on
their social network accounts than younger users. Older
internet users are more worried about the privacy of
personal information than younger users. Some of the
younger users publish their own information without the
knowledge of the dangers that may occur from the misuse
of their data.

The online environment may be dangerous for users,
regardless of age, because of the possible leakage of
personal information  details[9],[10].For example;
Facebook knows a huge amount about its users. A fully
filled-out Facebook profile contains about 40 pieces of
recognizable personal information, including name;
birthday; political and religious views; online and offline
contact information; gender, gender preference, and
relationship status; favorite books, movies, educational
and employment history and finally pictures. Facebook
also offers multiple tools for users for finding out and
adding potential contacts [11].

With the help of filled information by the user, a clear
snapshot can be taken about user like who are you and
whom you know. This information might be negatively
used by others and can cause serious damages to one’s
life. This risk can be minimized if people read and
understand policies and terms of privacy and security
given by OSN sites[12],[]13].Whether the information
sharing policies are clearly stated, people still remain
unaware due to their careless behavior. Even if they have
read them willingly or unwillingly, they cannot understand
how it affects their lives[14].It is being observed; users
engaged themselves in danger due to their own non-
seriousness[11].

Safeguarding personal information; privacy has
become an essential issue among OSN providers and
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online masses. The majority of the social network
providers have created several techniques to limit the
threats and risks to the users’ privacy [15],[16].These
risks include the leak of personal information which may
lead to illegal acts such as identity theft. The procedure of
selecting privacy settings should also be straight-forward
to offer users a clear idea of the data that will be shared
with others [9],[]17].

Privacy and security attacks are based on
stakeholders of OSNs [18].The stakeholders are both the
users of OSNs and OSN itself. The users share a huge
amount of their information leading from personal to their
professional information [19].This leads to the misuse of
their information among others [20].0n the other hand,
OSNs delivering services to the users handling their
personal information and management of user activities in
network are purely responsible for accurate functioning of
their terms of services and also maintaining profitable
business model [21],[22].

As with the large-scale OSNs, it is crucial to come up
with an overview of trust relationship among users rather
than simply knowing how much a user A trusts a user B.
Statistical results of the social network status, such as
average trust level and the structure of trust social
network, to some extent indicates the quality of a social
community [23].If a large section of the accounts were
distrusted entities (spam users for example), then content
in the network might not be reliable or valuable and
regular users would become inactive. So, there is a need
for a trust assessment framework at a network level [24].

Connectivity through numerous applications of online
social networks like Instagram, Facebook, WhatsApp,
Twitter etc., has become the common platform of every
Internet user to go through a public domain for staying
connected, sharing their views, maintaining social
relationships, and broadcasting user generated
multimedia contents. Analysis of the traffic flow of
applications is going to be very important because of the
rapid growth of online social networks to comprehend the
behavior of social network applications for the effects of
latency and data rates considering the growing nature of
actively connected users. Now a day’s internet is
available all over the world at affordable prices. Due to its
low cost, the internet is acting as a catalyst for the ease of
online social networks access [25].
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Another important and interesting research challenge
is to provide recommendation techniques for multimedia
data in one or more social media environments [26].
While considering SNA (Social Network Analysis)
perspective, there is a key role of multimedia data:
understanding and representing user data (multimedia)
interaction mechanisms and characteristics of multimedia
items can be useful to check user behavior especially in
designing human-centric (multimedia applications and

services) . Secret data transmission through public
channels  without drawing suspicion is called
Steganography ~ whereas  disclosure  of  hidden

communication by analyzing the media on public
channels is called steganalysis. To minimize the distortion
caused by modification on a cover object, the syndrome
trellis coding (STC) has been designed to work with
predefined embedding costs for all cover elements. The
embedding costs are used to quantify the effects when
modifying the cover elements [27].

The availability of huge amounts of data from
Location-based social networks, such as Facebook,
Foursquare and Gowalla is the factor of the increasing
popularity of online event marketing [28]. An important
and crucial issue is how to make use of the users’ social
behaviors analysis for online event marketing. Due to the
increase in World Wide Web, community mining is also
increasing in the equivalent pattern. A lot of research has
been done for mining the unique communities of web
pages. Byword community, means that the collection of
objects share with common properties. Researchers
worked on the detection of hidden activities and they have
done a worthy analysis in this scenario [29]. They
identified the problem in three steps:

1. Information flow through the network using the

affected dataset
2. Noticing non-obvious connections between actors
3. Identification of nodes (directly or indirectly)
connected to other nodes

Results showed that hidden activities can be mapped
by using different data mining algorithms like regression.
Their work identified a conceptual framework for detection
and analyzing hidden groups and their activities.

Many researchers have raised their attention towards
the accuracy of privacy studies [30-32]. They have raised
their voices about privacy surveys, some researchers
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purposely attempt to obscure their interest in privacy
when running studies, and several others have pointed
out the inconsistency between reported privacy concerns
and user actions.

METHODOLOGY AND HYPOTHESIS

The underlying study has focused on Facebook
because; it is most widely used all over the world and also
in Azad Jammu and Kashmir (AJK), it is easier to use and
is more interactive than other OSN’s. The survey
questionnaire was designed based on Facebook interface
and terminologies. The questionnaire had 14 different
variables related to demographic information, usage
capacity and knowledge of users. The questionnaire
includes both quantitative and qualitative data.
Quantitative data includes age of respondents, number of
friends, number of accepted unknown requests etc. While
qualitative data includes user part of the information they
share, knowledge of privacy, trust on OSN etc.

The sample was taken from total enrolled students in
the University of Azad Jammu & Kashmir (AJ&K),
Muzaffarabad Campus, using Thomas Yamane sample
size calculation formula [33].According to his formula, if
the population size is known then there is no need of
mean and standard deviation. According to him sample
size can be calculated with Eq. (1).

_ N
TTIEN = (@)

Where n is corrected sample size, N is total
population size, and e represents margin of error or alpha
level or confidence interval, for example, e = 0.05 with the
Confidence Interval (Cl) of 95%. In this study, total
population N at the time of survey was 6414, alpha level e
was set to 0.05, which makes sample size n=376.6 ~ 377.

The targeted respondents were educated audiences
of the University of AJ&K. The questionnaire was
distributed among students of different departments like,
Computer  Sciences & Information  Technology,
Economics, Statistics, Botany, Geology, Law, Zoology,
Fine Arts, Mathematics, Chemistry, Physics etc. Gender
wise division of respondents is presented in Table 1. They
were divided into four categories according to their
educational qualification i.e. BS, MS, MPhil and PhD as
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shown in Table 2. Total of 600 samples were distributed
among respondents in the university, out of which 418
were received filled properly and complete. In remaining
182 samples, some samples were not accurately filled,
while others were never received back from respondents.

Table 1: Number of respondents based on gender

Number of respondents
Gender
Frequency Percent
Male 218 52.15%
Female 200 47.85%
Total 418 100%

Table 2. Distribution of respondent according to

qualification

Academic Number of respondents
qualification Frequency Percent
Bachelors 251 41.83%
Masters 119 19.83%
M.Phil. 28 4.67%

Ph.D. 20 3.33%

Total 418 100%

For this study, the hypotheses for analyzing the results
are as follows:

1. Gender will affect the number of friends in User’s
profile.

2. Highly qualified people will have more social
interactions.

3. Gender will affect the acceptance of unknown
friend request.

4. People who use account frequently are more
privacy conscious.

5. Education level will influence privacy knowledge.

6.  The number of friends will have a positive impact
on usage of account.

7. Old age people give least time to OSNs.

The quantitative data collected from the respondents
was first entered in MS Access later it was exported to
MS Excel for cleaning and checking missing values from
the dataset. Finally, cleaned data was analyzed using
SPSS version 14.0[34].Initially, 50 samples were tested
and analyzed to check the feasibility of the study. Based
on its results and after making necessary changes, finally
collected data was analyzed by using cross tabs,
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frequencies and Chi-Square test [35].Apart from that,
frequency of few main questions is taken along with its
graphs. The results are analyzed using descriptive
analysis procedure. Chi-Square is the sum of the squared
difference between observed (oi) and the expected (ei)
data, divided by ei (Eq. (2)). Furthermore 95% CI was
calculated using Eq. (3). Variables whose Chi-Square
value is 0.05 or less than 0.05 are significantly proving the
feasibility. The hypotheses are proven with the help of
Chi-Square.

xt= Z(Oi —e)* /e (2)

@)
P +1.96 [ﬁ(1 —P)y/n

In this proposed study, numbers of constraints were
faced during designing, testing, surveying and analyzing
results. In designing phase, this has been observed that it
is difficult to cover all aspects of privacy issues in a single
questionnaire. So authors focused on main and critical
points of the underlying system. The main objective of this
study is to analyze and restrain the privacy concerns of
the users among provided privacy policies.

RESEARCH FINDINGS AND ANALYSIS

In this study few hypothesis have been developed
that actually prove the social behavior of the respondents
based on their age, qualification, visited FB accounts,
number of friends, privacy knowledge and trust on
Facebook. Predefines hypothesis are tested and results
are explained individually in this section so that a clear
picture can be depicted.

Gender Wise Number of Friends in Profile

In OSN, people who have more number of friends in
their friends list are consider to be more social as
compare to others. Previous findings and observations
showed that user giving more time to OSNs have more
number of friends. Gender wise distribution shows that
female users belonging from any area preferred to have a
shorter friend list.

Here the hypothesis is approved by the Chi-Square
value of 0.000 that is highly significant. This hypothesis
can be concluded as gender has a dominant impact on
number of friends in OSN user’s profile. Fig. 1 shows that
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female users prefer to have less number of friends than
male users. Generally it is observed that male respondent
pays least attention to their profile security. Results show
that only 5.96 percent male respondents lie in category of
0-100 friends in their profile but the trend gradually
increases as the category of friend’s increase as 23.85
percent lies in category of 500-100 and 18.35 percent lies
in category of 1000 or above number of friends. Numbers
strongly showed that male users prefers less restricted
profile, so everyone from their friends or relatives can
easily access them from inside and outside their friends
graph.

60.00%
50.00%
40.00%
30.00%

20.00%
- I I I
0.00% .
0-100 101-200 201-300 301-500 500-1000 1000 or more

W Male ®Female

Figure 1. Gender wise number of friends in Facebook

In females, numbers of users decreases as the size
of friends list increases. The reasons justify above
statement because of their privacy consciousness 54.50
percent of female respondents lie in the category of 0-100
number of friends and only 3.50 percent lies in the
category of 1000 or above number of friends from all over
the data. This is because female users restrain
themselves from being more social as compared to male.
They prefer to be connected only with family and friends.

Highly Qualified People Will Have More Social

Interactions

The findings indicate that high qualified users pay
least time to their social networks, see Fig. 2. In contrast
to hypothesis, practically it is observed that with the
passage of time, age of user's increases and the daily
routine work is also grown higher so they spend least time
to their social networks.

Figure 2 clearly shows that bachelor's level users
visit Facebook account more on daily basis then Masters,
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M.Phil, and Ph.D. level users. 41.9 percent bachelors,
18.9 percent Masters, 5.5 percent M.Phil, and 3.8 percent
PhDs visit account on daily basis. Observations of this
study shows that with an increase in qualification level,
the frequency of account visits is decreasing. We can say
that the obtained results that account for visit frequency
and qualification have a negative relationship. Bachelor’s
level users give more time to social networks like
Facebook which is commonly used in Muzaffarabad AJ&K
as compared to highly qualified users. As authors have
seen an increase in the qualification of the user means
they pay least time to social networks.

45.00%
40.00%
35.00%
30.00%
25.00%
20.00%
15.00%
10.00%

0.00% . I

Daily Weekly Monthly

®Bachelors ™ Masters = M.Phil. = PhD

Figure 2. Academic qualification and frequency of accessing
social network

Gender Will Affect The Acceptance of Unknown

Friend Request

This hypothesis is designed to see the relationship
between gender and acceptance of unknown friend
requests, regardless of user age and qualification.
Comparatively this has been observed that male kept
their profile open and less restricted. So number of friends
will be high because many people can send them request
and they do not hesitate in accepting those requests. The
first hypothesis also supports that male users have more
numbers of friends in their friends list.

Table 3. shows that only 9 female respondents out of
200 accept unknown friend requests, therefore their
friends list was shorter than male respondents. On the
other side, male respondent also behaves in similar
pattern but they are also more open to accept friend
requests from unknown users.
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Table 3. Gender Wise Acceptance of Unknown Friend
Request
Gender Accept Unknown request

Yes No Total

53 165 218
Male

24.30% 75.70% 100%

9 191 200
Female

4.50% 95.50% 100%

People Who Use Account Frequently are More

Privacy Conscious

This hypothesis explains that those users who use
Facebook regularly probably are more conscious or very
keen about privacy on their timeline. Privacy generally
refers to the security of the profile. If a user gives more
time to Facebook or OSNSs, probably he or she will have
more knowledge about the privacy terms and conditions
that are given by Facebook management. Generally, if
they spend 2 hours per day, on average, to their profile
then they will make their profile very secure by getting
updates from the friends available in his or her friend list.

Fig. 3 shows the relationship between time to social
network and profile security. It refers to those respondents
who think about the security of their profile. A user gives
his/her response in Yes or No and time to social network
was scaled as daily weekly and monthly. It shows that
51% of the respondents who are using their profile daily
think that their profile is not secure as per their
expectations.

56.00%

54.00%

52.00%

50.00%

48.00%

46.00%

44.00%

42.00%

Daily Weekly

Monthly

mYes WNo

Figure 3. Relationship between time to social network and
profile security
Similarly, weekly basis users consider their profiles
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are more secure under the available conditions. Lastly,
monthly users consider their profiles are not secure but
overall statistics shows that 50.5 percent users feel
insecure on Facebook under the given conditions
provided by Facebook. But 49.5 percent users think that
they are secure under given conditions. So the
mathematical difference is only 1 percent in values which
can be ignored in general analysis.

Education Level Will Influence Privacy

Knowledge

In this hypothesis the knowledge of the respondent
about privacy settings provided by Facebook is analyzed.
Privacy knowledge covers privacy terms and condition
provided by Facebook which the user has to accept
before making his or her profile on Facebook.

Results show that bachelor level users have more
knowledge as compared to other qualification levels.
Results show that 7.4 percent lies at high category of
knowledge in bachelor level whereas from Ph.D. level
only 0.2 percent people lie in category of high knowledge.
It is also perceived that increase in qualification caused
decrease in the concern of the respondent’s about privacy
terms and conditions provided by Facebook.

The knowledge of respondent's was obtained by
taking the sum of the scores with options provided to user
as a query of privacy knowledge. Later knowledge bands
were developed by dividing scores into three categories:
low, medium and high in SPSS. Bachelors level
respondents, who are ranked on low level in qualification,
but they spend more time than highly qualified people, so
this can be concluded that professional qualification
doesn’t matter in order to maximize privacy knowledge. It
may acts as little provision but a user may be ranked at
high level only if he or she spends more time at
Facebook.

This research developed the hypothesis that high
qualified people have more knowledge about privacy of
the Facebook, but the statistics show different results. As
shown in Fig. 4 education level has no effect on the
privacy knowledge of users. So from the above findings,
we will reject null hypothesis and accept alternative
hypothesis that is high qualification can't influence privacy
knowledge of the respondent.

pISSN: 2523-5729; elSSN: 2523-5739

80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%
Low Medium High

Bachelors ®Masters = M.Phil. = PhD

Figure 4. Academic qualification and privacy knowledge
of respondent

Number of Friends Will Have Positive Impact on

Usage of Account

The hypothesis states that OSN users with more
number of friends on his/her social network account may
give more time to his or her profile. As the number of
friends increases, the usage of account will also increase
because user’s social network expands with more number
of friends. This theory was tested under this hypothesis to
satisfy the results. There is a positive relation between
social interaction and account usage.

Results show that respondents who generally spend
more time to Facebook have more friends, the analysis
shows that 12.2 percent out of 70 percent users who used
accounts on daily basis have more number of friends
compare to those who used Facebook for limited time i.e.
monthly. These results clearly satisfy our hypothesis that
if a user spend more time at Facebook then he or she will
have more social interaction with people and their number
of friends will be high. Thus we accepted our null
hypothesis, that is, more time to social networks will raise
the numbers of friends in someone’s profile.

Number of friends is taken along X-axis and number
of respondents along Y-axis in Fig. 5. Lines show that if
user spends more time at Facebook he or she will have
more friends in any provided category from 0-100 to 1000
and above. It can be clearly seen that as the number of
friends’ increases, more users use OSN on daily basis.
500-1000 category line in the graph proves this
hypothesis.
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Figure 5. Time to social network with number of friends on
Facebook

Old Age People Give Least Time To OSNs

This hypothesis examines the relationship between
people of different age groups and their times spend on
Facebook. It is observed that the respondents who are in
young age groups give more time to social networks i.e.
Facebook, twitter, Instagram, etc. There is also a positive
relationship between age of the respondent and their time
to social network. Fig. 6 shows age bands from 17-25, 26-
35 and 36-45 and above in SPSS. Authors found that
approximately 62 percent of respondents using their
account on daily basis and they all lies in lowest age
groups which indicates the youth lies in 17-25 age group
excessively using Facebook account. However on daily
basis usage of old age people as compared to youth age
groups, begins from 36-45 are approximately 2 percent
users out of 70 percent. This clearly defines that old age
people pays least attentions towards social network i.e.
Facebook. Fig. 6 clearly reflects our hypothesis that old
age people pay least time to Facebook.

70.00%

60.00%
50.00%

40.00%

30.00%
20.00%

10.00%

0.00%

Daily Weekly Monthly

m17-25 m26-35 36-45

Figure 6. Time to social network with respect to age
groups
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Chi-Square Table of Hypothesis

We have Chi-Square values to test our hypothesis
and declare them as either accepted or rejected. Table 4
shows the Chi-Square values for that all the hypothesis.
Hypothesis whose Chi-Square value is less than 0.05 are
accepted while hypothesis whose Chi-Square value is
greater than 0.05 are rejected and alternate hypothesis
will be accepted.

Table 4. Pearson Chi-Square values with respect to
hypothesis
Pearson Decision
Hypothesis Chi Square
value
Gender wise number of friends 0.00 Accepted
in profile '
Highly qualified people will Rejected
- ) 0.24
have more social interactions
Gender will affect the Accepted
acceptance of unknown friend 0.00
request
People who use account Rejected
frequently are more privacy 0.87
conscious
Education level will influence Rejected
; 0.79
privacy knowledge
Number of friends will have Accepted
positive impact on usage of 0.00
account
Old age people give least time 058 Rejected
to OSNs ’

Area Based Comparisons

In this study, all the hypothesis were also tested to
check the impact of area of residence of respondents. In
this proposed study, area was divided into three
categories as: Advance (Islamabad), Developing
(Muzaffarabad) and underdeveloped (Hattian Balla)
based on availability of Internet and easy access to OSN.
Area wise sample were distributed to check different
levels of privacy among different area residents and also
the impact of technology. In area wise distribution,
knowledge of respondents in terms of privacy was also
observed as a key concern.

In this study, Muzaffarabad was chosen as main city
in which actual survey was taken. For this comparison
purpose 418 samples were taken from Muzaffarabad, 50
samples from Quaid-e-Azam University Islamabad and 50
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from Hattian Balla (Rural) Campus of UAJK. Table 5
summarizes the outcome in percentage format. Hattaian
Campus only has bachelor level education available with
a very less female population. The hypothesis based
results of area wise comparison are

e There is a clear difference between male and
females number of friends regardless of their area
of residence.

e Qualification has a positive impact on social
interactions without having area wised any
impact. The usage of social network of different
qualification levels is almost equal in all three
areas.

e Females in all these areas do not accept
anonymous friend’s request, thus supporting our
claim that gender effects acceptance of unknown
friend request.

e People don't trust on social network either they
are from developed, developing or under
developed areas

e Maximum users from all three area’s have
medium level of privacy knowledge.

e People use their account on daily basis having
lots of number of friends regardless of their area
of residence.

o Interestingly, this is observed people from Hattian
and Islamabad, users with age goup ranging from
25 to 45 give least time to social networks

Table 5. Area based summary in percentages
Area based summary in %ages
Muzaffar- . Islam-
abad Hattian abad
Male 53 78 34
Gender Female 47 22 66
17-25 89.5 98 80
Age 26-35 8.1 0 20
36-45 2.4 2 0
.| Bachelors 60.0 96 26
gf,:\:;r.mc Masters 28.5 4 34
. M.Phil. 6.7 0 40
cation
PhD 48 0 0
0-100 29.2 22 48
101-200 19.9 18 18
E::e:;s o 201300 122 14 16
Facebook 301-500 13.9 14 16
500-1000 13.6 16 0
1000 or 11.2 16 2
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more
. Daily 70.1 44 70
X';:)unt Weekly 232 48 22
Monthly 6.7 8 8
Accept Yes 14.8 36 32
Friends 1\, 85.2 64 66
Request
Change never 25.6 40 18
Privacy Rarely 63.2 58 78
Setting Regularly 11.2 2 4
Profile Yes 49.5 40 46
Secure No 50.5 60 54
Basic 47.1 42 30
Information
Persona! 98 9 6
.| Information
Informatio Contact
n Shared . 11.2 94 14
on Information
Facebook | -0ucationd | 4 4 70 32
work
Family &
Relationship 50 0 2
Life Events 20.3 84 10

CONCLUSION AND FUTURE WORK

The purpose of this study was to examine the
relationship between privacy in OSN with respect to
academic qualification, gender, and age of the
respondents. Privacy index was developed with the help
of six important variables such as control tagging, control
posts on your timeline, control who can find you from on
and off the Facebook and how to lemmatize friends
request. The descriptive analysis along with cross tabs
showed that privacy is most sensitive variable these days.

This study examined that highly qualified users have
less privacy knowledge compared to bachelor level users,
apart from that it is also observed that users spending
more time to Facebook have more privacy knowledge. It
also finds that as age increases user pay least time to
OSNs. Gender is also very important variable which
showed that female users prefer to have restricted profile,
accepted least number of friend’s request and allows new
requests senders in their friends list after proper
authentication.

The wusers other than IT related academic
background have moderate knowledge, which showed
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that related subject have positive impact on the users
privacy taste. This research clearly demonstrated that
privacy is a big issue in social networks especially in
Facebook. Previous literature showed that people are
taking keen interest in using OSNs such as Facebook,
twitter, LinkedIn, WhatsApp etc. But the security of user's
profile is also a very important issue. Literature described
that the users themselves feel insecure on OSNs while
being online or offline.

It is very important for a user to read and understand
the privacy policies illustrated by OSNs in their own
language before creating their profiles. This will help them
to be more aware about the privacy. From the study, it is
also observed that many users have knowledge about
privacy and its issues but they don’t apply proper
limitations to their profiles. This careless behavior causes
them to fall in danger in future. The study also clearly
demonstrated that females are more sensitive about their
privacy.

In this proposed study, there also have been applied
different machine learning classifiers in order to find some
new directions and make this research more qualitative.
The goal of machine learning classifiers was to predict the
privacy level of OSNs among the students of university of
AJ&K based on the gender, qualification and region. But
due to certain limitations, the desired results cannot be
obtained. This could be a valuable research in future.
There can be applied advance techniques like regression,
feature selection, prediction methods etc to obtain
favorable results. These techniques will be helpful in
predicting awareness and increase level of privacy
knowledge of users of certain regions about OSNs.
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