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A B S T R A C T  

Introduction: A software that provides minimal functionality at a cost of RAM and CPU cycles is considered as 

Bloatware. The explosion of bloatware in Android-based devices, such as smartphones and smart TVs, makes such 

devices deficient in terms of not only hardware-resources but also makes such devices more prone to security and 

privacy risks. Today’s smartphones and smart TVs are equipped with powerful CPUs and a large amount of memory, 

making bloatware a least significant issue for the ordinary user. However, in reality, a user is paying in terms of battery 

life, unwanted space, compromise on privacy and security, and eventually cognitive overload.  

Objectives: This paper presents a study of bloatware from security, privacy, energy, and storage perspectives. A 

categorization of the bloatware is proposed and some hazards of the bloatware problem for the smartphones system are 

identified.  

Methodology: Some recommendations to deal with bloatware are made and an experimental study of some bloatware 

effects is presented. Furthermore, an empirical study is conducted to analyze user’s perception about the pre-installed 

bloatware.  

Results: Results show that bloatware significantly contributes to depletion of battery power. Furthermore, bloatware is a 

serious security issue and may capture private data of a user. It also contributes to degrading a device performance. 

Imperceptible types of bloatware, such as in-app ads, are also discussed. Besides security and performance issues, 

97% users do not like in-app ads and hence methods of ads dispatch should be adapted.   

Conclusion: This paper highlights overlooked issues related to bloatware in smart devices. In future, we intend to 

explore ways and means for minimizing the bloatware effect especially from software engineering point of view. 
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The bloatware is pre-installed and often non-

removable applications (apps in short) that come with 

smart devices like tablets, smartphones, and smart TVs 

[1, 2]. Also known as pre-installed bloats, they are 

installed by the companies or Original Equipment 

Manufacturer (OEM) for commercial reasons and incur a 
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cost on the customer [2, 3]. They have a high cost in 

terms of memory and CPU usage and battery 

consumption but provide only minimal functionality. For 

example, some studies report that 80% of the users use 

only 20% of the features of a bloatware but have to pay 

the full cost of the software in addition to paying the cost 

in terms of hardware overload as discussed above [4]. 

Addition or availability of more memory and processing 

power as in modern smartphone (See figures 1 and 2) 

doesn’t provide sustainable solution [5-7] for two reasons: 

(i) additional hardware capabilities require more energy 

and energy is still a major concern for many smartphone 

consumers (ii) enhanced hardware capabilities increase 

the risk of battery drain [6, 8, 9]. The problem is 

aggravated by the fact that the bloatware in smartphone 

devices are stored in expensive primary memory instead 

of low-cost secondary memory as in the case of 

computers. Furthermore, smartphone devices have small 

display screens and bloatware may unnecessarily use 

screen space required by other applications. Last, 

bloatware may pose a security threat to user data [2, 10]. 

For example, some bloatware act as Trojan-horse [11], 

and can damage user’s private data such as password, 

PIN code, contacts etc. Further, users usually prefer 

smartphones for storing their private data including 

passwords, bank account information, email, and pictures 

[12, 13]. As smartphones make extensive use of the 

internet, such data may be exposed to others especially 

to bloatware, which abounds on smartphone devices [14]. 

Moreover, most applications make a request for access-

permission to unnecessary resources on a 

smartphone[13]. However, there is no mechanism 

available on smartphones to restrict an application from 

accessing unnecessary resources. Denying access 

permissions will not work because it restricts the user’s 

ability to install new applications. In addition, many 

Android devices don’t implement a sound access 

permission mechanism [15, 16] and this may increase the 

possibility of security and privacy failure in a 

smartphone[16].  

In this paper, we undertake a study of the bloatware 

that involves a thorough literature review. We propose a 

categorization of bloatware that identifies types of 

applications that are bloatware or may behave as 

bloatware. Additionally, we also study the effects of 

bloatware on performance and resource use and identify 

some of these effects. Last, the study includes an 

experimental module where we investigate the effects of 

some of the bloatware. Rest of the paper is organized as 

follows. Section II is related work. Section III gives a 

classification of bloatware with experimental results. 

Section IV includes recommendations for companies and 

developers for dealing with bloatware and identifies some 

directions for research. Sections V and VI present an 

empirical study for finding a user’ perception about 

bloatware. Section VII gives conclusion and goals for 

future work. 

 

 

As per definition in [4] and discussion in introduction 

section, the bloatware is not limited to unwanted apps 

only. The bloatware effect may be caused by a number of 

other factors such as new releases and upgrades by 

companies and developers to their software that often 

result in more resource-hungry applications, malware, and 

large amount of data generated by sensors attached to 

modern smartphones. Poor compliance with software 

engineering standards for mobile applications may result 

in applications that are not optimized for efficient usage of 

hardware resources.  Likewise, battery power depletion 

and issues related to privacy & security of personal data 

in smartphones are not the only problems caused by 

bloatware. Other problems caused by bloatware are 

performance degradation, wastage of screen space, and 

low rating for companies when users assign low rates to 

products they perceive as unwanted or 

intrusive/disruptive. Besides, bloatware may also cause 

direct financial cost to the customer.  

The little attention has been paid to the problem of 

bloatware so far. Although hardware capabilities of the 

smartphone have seen constant growth (See Figures 1 

and 2), that does not solve the problem because 

bloatware equally grows in number and size. A few 

measures that have been proposed (to the best of our 

knowledge) include the detection of resource-hungry 

applications and reporting them to the user. Similarly, 

tools for detecting and removing malware or blocking 

adware abound yet the problem of bloatware has not 

been satisfactorily handled. Most importantly, the problem 

of bloatware has not been studied and understood 
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thoroughly.   

 

 
Fig. 1. RAM growth in megabytes (Data Compiled from Wikipedia) 

 

 
Fig. 2. Clock Speed growth (Data compiled from Wikipedia) 

 

CLASSIFICATION OF BLOATWARE:  

Through our literature review, we identified a variety 

of causes for the bloatware effect. These range from 

unwanted pre-installed applications to software upgrades 

and new releases, rapid updates, etc. Evidence for some 

of the causes was obtained through the experiments in 

Section VI. In this section, we give a classification of 

bloatware based on the causes. In addition, we also 

identify the effects of the bloatware. Table 1 is for the 

various types of bloatware. The rest of the content 

describes different types of detail.  

Classification of bloatware and its negative 

consequences are described in Table 1. The most widely 

discussed type in literature is “unwanted apps”. Other 

types that consume precious resources without significant 

benefits including creeping featurism, unwanted sensory 

data, quickly & dirty developed applications, malicious 

applications, In-app ads, and rapid updates. Companies 

and developers have a variety of reasons for producing 

bloatware. The most common reason is commercial. For 

example, the purpose of producing pre-installed apps 

(bloatware) is “extra revenue” to companies. Other 

reasons include software enrichment, Special purpose 

applications, Quick development & launching of 

applications, Market dominance, User’s demands, 

Updated apps and Negative intentions. The effects that 

bloatware causes are a low rating, wastage of 

smartphone’s RAM/ROM, wastage of smartphone’s CPU 

cycles, wastage of smartphone’s screen space, security 

issues, extra data charges due to rapid updates, low-

quality apps, and unreliable apps. The content below in 

Table 1 gives a description of these types. 

A. Unwanted apps 

 The most discussed bloatware in literature is the 

unwanted software that is supplied with a device for 

generating additional revenue for firms and companies [2, 

10, 17]. Android-based devices are especially the target 

of such practice because of the popularity of Android 

operating systems [3]. Usually, the unwanted applications 

receive negative comments and low rating from users. 

However, not all applications with a low rating are 

bloatware. Special-purpose applications also usually 

receive low ratings. Most of the unwanted applications 

running in the background (in RAM) consuming extra 

CPU cycles and causing the depletion of battery power. 

Additionally, they may remain in the system undetected 

for a long time [1]. Another disadvantage of unwanted 

applications is that most of them involve a cost and thus 

add to the cost of the device.  
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Table 1: Classification of bloatware 

Types of 

bloatware  
Purpose/intentions Negative consequences 

Unwanted apps 

Revenue  

Market 

dominance 

 

  

Low rates  

Wastage of RAM/Rom 

Wastage of CPU cycles 

Security issues  

Energy consumption 

Low quality  

Creeping 

featurism  

Revenue  

Enrichment  

Wastage of CPU cycles 

Wastage of RAM/ROM 

Dirty apps 

Quick launch 

Market 

dominance  

Wastage of RAM/Rom 

Wastage of CPU cycles 

Energy consumption 

Malware apps 
Negative 

intentions 

Low rates 

Low quality 

Security issues  

In-app ads Revenue  

Low rates 

Energy consumption 

Security issues  

Wastage of RAM 

Rapid updates 
Bugs fixation 

Enrichments  

Wastage of RAM/ROM 

Wastage of CPU cycles 

Energy consumption  

 

Table-1 shows the types, purpose, negative 

consequences, and literature in which it is discussed. A 

machine learning technique can be used to distinguish 

between a useful app and a bloatware. A machine 

(smartphone after some time will learn and will 

automatically detect the possible bloatware.  For testing 

purposed, we chose usage frequency as the test to 

distinguish unwanted (bloatware) applications from useful 

applications, i.e., more frequently accessed applications 

were defined as useful and not accessed or minimally 

accessed as bloatware. For experimental purposes, we 

selected ten Android phone users and studied each user’s 

usage pattern. To gather usage statistics, App-Usage was 

used as the tool [18]. For this purpose, applications on 

each smartphone were grouped into system applications 

and installed applications using App-usage and a count of 

applications in each category was obtained. The number 

of total apps, system apps, and installed apps is given in 

Table 2. 

The applications that were accessed over a period of 

one month were counted. The number of installed 

applications that were never accessed during the one-

month period yielded the possible number of bloatware 

per device as shown in Table 2. As can be seen, the 

average number of possible bloatware per device is 12.3. 

This is a significant number not to mention that the 

bloatware so identified may include large-sized hardware-

hungry applications.  

Android 

Phones 

Total 

apps 

System 

apps 

Installed 

Apps 

Possible 

bloatware 

(Never 
accessed) 

1 58 23 35 12 

2 53 22 31 10 

3 57 24 33 10 

4 52 21 31 11 

5 60 24 36 12 

6 52 21 31 13 

7 62 23 39 17 

8 54 22 32 11 

9 57 23 34 14 

10 61 24 37 13 

Average 56.6 22.7 33.9 12.3 

 

B. Creeping featurism 

 Addition of more features to products and 

releasing new versions is an integral characteristic of the 

working of the smartphone industry. Often users also like 

feature-rich products and are willing to pay the cost albeit 

without wanting the bloatware [19]. 

Upgradation/enhancement to applications, however, adds 

to the size and complexity of software often without any 

significant benefit to the user [20]. A consequence is a 

need for more resources especially in terms of RAM and 

battery power. This makes an apparently useful 

application to degrade bloatware[21, 22]. An example is 

the Samsung (smartphone) version S4 release with 

unwanted applications and additional system files that 

consume up to 45% of the internal storage space[2].  

An experiment is conducted for analyzing the size 

growth of an app, we downloaded 100 top-rated free 

applications with a maximum size of 64 MB from Google-

Play store. The experiments were conducted on both the 

system and installed applications (applications that are 

installed by smartphone manufacturer or Original 

Equipment Manufacturer). For analyzing size-growth and 

complexity, updates were applied to the applications, the 

size was found to grow by a large amount for all 

applications except the top 20 for which updates were not 

available. See Table 3 for average size (in MB) of each 

application before and after updates.   

It should be noted that we were able to analyze only 

a few popular applications. It needs to be mentioned that 

most applications require regular updates. Additionally, 
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updates occur throughout the lifetime of applications. 

Table 3: Size in MB (before & after updates) 
Application Average Size 

(before updates) 

Average Size 

(after 

updates) 

Increase in 

% 

Gmail 12.22 39.98 227.16% 

Play Store 21.3 40.70 91.07% 

Maps 33.1 121.0 265.55% 

Music 7.0 19.09 172.71% 

S Health 30.41 168.0 452.44% 

Galaxy 

Apps 
8.01 68.55 755.80% 

Total 112.4 MB 457.32 MB 

327.45% 

(Average 

increase) 

 

The same procedure was applied to 100 application 

that was installed for analysis. Overall, we observed 

almost 10% increase in the size of an application in a 

month period. The increase in the size of 100 apps has 

been shown in Fig 3.  

 
Fig. 3. Size of applications (Before & After updates) 

 

C. Unwanted Sensory Data 

Most of the modern smartphones and smartwatches 

are equipped with sensors that generate a large amount 

of data on daily basis [7, 23, 24]. The availability of such 

data provides opportunities to developers for developing 

specialized mobile applications [25]. However, handling 

such data requires additional CPU time and battery power 

[25-27]. The user does not require most of the sensor 

data. Moreover, common smartphone users rarely use 

sensory data. Thus, the presence of the unwanted 

sensory data in the system may give rise to bloatware.   

An experimental result of power consumption in 

milliamp (mA) on Samsung SM-N9005 with Android 5.0 is 

shown in Figure 4.  The application [28] installed on our 

above mentioned testbed device shows a complete list of 

the available sensor and their power consumption in 

milliamp (mA). The sensors and power consumption is 

visualized in Figure 4.  

 

 
Fig. 4. Sensor power consumption  

 

Sensory data is not always utilized for every 

individual. A user who use their smartphones only for 

communication and basic operations, as mostly practice 

in developing countries and by non-technical peoples, 

become the victims. 

D. Quick and Dirty Development 

The rapid development of applications with modern 

software engineering tools may cause bloatware [21]. 

This is because applications may be developed without 

proper planning and compliance with standard 

engineering processes, e.g., sound testing of the 

application may be ignored [29].  Further, rapid application 

development usually involves building the software by 

combing different pieces of code in the form of APIs, 

packages, and classes. Consequently, little attention may 

be paid to optimize the product with regard to resource 

utilization such as CPU usage and efficient/economical 

use of battery power.  

E. Malware (malicious applications)  

Malware is bloatware. In addition to stealing CPU 

cycles and battery-power from the system, they also pose 

a threat to user data [30]. A common reason for the 

presence of malware in smartphone devices is 

downloading software from an unsafe source such as an 
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application-store (app-store) that contains malware. 

Another reason is the existence of ad-libraries 

(advertisement libraries) in the system. Both of these 

applications may behave as bloatware. Additionally, they 

may steal personal data and download malicious code 

from remote servers[31]. As an open source platform, 

Android operating system is more vulnerable to malicious 

apps intrusion[32, 33]. 

We also performed access permission analysis of the 

test applications. For this purpose, a few popular 

permission parameters were chosen. Results are 

presented in Table 4. 

Table 4: Android Permission 

Permission parameters % of apps 

allowed  

Modify or delete the contents of your SD 

card 

98% 

Read the contents of your SD card 98% 

Add or remove accounts  68% 

Read your contacts  60%  

Modify your contacts  60% 

Read phone status and identity  54% 

 

As can be seen, 98% of the free apps have 

“dangerous” permission right granted by the android 

system. When access permissions for individual 

applications were analyzed, 98% of the applications were 

found to have read, modify, or delete permission for the 

contents of the SD card. This means a malicious 

application can access the memory card of a smartphone 

and steal or delete private data of a user. Further, among 

the 100 applications, 68% applications could add or 

remove user accounts. Additionally, 60% of applications 

could access both public and private contacts on the 

smartphone device. Finally, 54% of the applications could 

read phone status-and-identity of users. 

F. In-app ads (Adware) 

Advertisement (ads) is a major source of income for 

developers, firms, and companies. Applications 

embedded with bundles of advertisements are considered 

adware. Adware is considered a kind of bloatware 

although not all adware is bloatware [34]. Moreover, 

adware can be a security threat especially when it 

downloads and run malicious code from remote servers 

[31]. Technically, any mobile application equipped with 

high severity ad-libraries is termed as Madware [30]. 

Madware can be embedded in the app and can easily 

spread [35]. Applications available on non-authentic 

source should be avoided for security reasons [36].  

 
Fig. 5. In-app ads 

 

Users do not like an in-app advertisement [37]. As 

per the definition of bloatware, the advertisement can also 

consume memory and CPU cycles without a perceivable 

benefit to the user. Additionally, advertisement libraries 

(ad-libraries) are a security threat. We downloaded some 

free applications and found that 79% were accompanied 

by bundles of advertisements for commercial purposes. 

See Figure 5 for the findings. 

G. Rapid Updates 

Updates play a major role in maintaining stability and 

security of a device [38, 39]. Smartphone’s applications 

are frequently updated to fix bugs, provide 

enhancements, and ensure security and maintenance 

[40]. However, an issue with updating services is that they 

need to be in the RAM to apply updates and to 

synchronize and update user accounts [41]. Their 

behavior may thus degenerate to that of a bloatware if the 

updates are too frequent without any tangible benefit. An 

example is the Google Play, which provides an easy way 

of deploying new updates to their applications. However, 

poor quality assurance standards of applications on 

Google Play store can lead to excessive updates for trivial 

benefits [42].  

In our experiment, we also examined the frequency 

of updates to applications. We found that applications in 

Games, Beauty, and Education categories are updated on 

regular basis.  In addition, two to three updates (mean= 

3.5, Standard Deviation (SD) = 0.57) are done on daily 

basis.  
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RESEARCH OPPORTUNITIES 

So far, few solutions have been proposed to the 

problem of bloatware. Adding more memory or battery 

power is not an effective solution in addition to being 

costly. Recently some tools for detecting energy-hungry 

applications have been proposed. TIDE[43] is one such 

tool for Android-based smartphones. However, only 

identification of energy-hungry applications is not a viable 

solution to cope with security and power constraints on 

smartphones. Another solution would be adjusting a 

smartphone device towards power-saving. For example, 

in  [26, 44], a power management framework has been 

proposed for Android-based devices. In the framework, if 

a user in the non-active group falls in a high-power 

consumption group, that is considered an abnormal usage 

behavior and is notified to the user [44].   

Similarly, the problem of malicious applications on a 

smartphone has also not been effectively tackled. 

Although, some smartphones have more robust security 

systems that don’t allow downloading applications from 

unsafe sources, the more common android is an open 

source operating system that permits installation of 

software from any source. Security mechanisms on 

Android, e.g., sandbox, signature, and permission, are 

ineffective because the permission process is usually 

casual if the user is unaware of security and privacy of 

data [15, 16]. Moreover, there is no way to restrict the 

permissions that an application requests. Some bloatware 

exploits the permission process to steal and damage user 

data [45, 46]. The code snippet in Fig. 4 from android 

developers1 characterizes the potential risk embedded in 

the permission. The low-risk permission level “normal” is 

automatically granted by the system. However, granting 

the high-risk permission level “dangerous” can allow 

access to private data or a control on a smartphone 

device. 

 
Fig. 6. Code snippet for android permission 

                                                           
1 https://developer.android.com/guide/topics/manifest/permission-

element.html, Access date: 23 September 2017 

As highlighted in the foregoing discussion, the 

problem of bloatware has not received adequate attention 

from software developers and companies. Methods 

proposed for the detection of energy-hungry applications 

are not very effective in identifying bloatware. In our view, 

companies need to design products judiciously and 

optimize them with regard to the usage of system 

resources to avoid the bloatware problem. Detection of 

applications that are not used by the user or development 

of more efficient methods for detecting energy-hungry 

applications are some areas that need the attention of 

researchers and developers. Below, we recommend some 

strategies for tackling the problem of bloatware.    

A. Dealing with Creeping Featurism  

Creeping featurism is the propensity in companies to 

make their products more attractive by adding new 

features and make enhancements. If done in an 

unsystematic way, enhancements may result in problems 

such as larger application size, security issues, code 

complexity, and unreliability [21, 47]. A consequence of 

this may be bloatware effect. Another consequence may 

be low user-friendliness especially for a senior citizen, 

users with disabilities, and non-technical users. 

Furthermore, rich features in particular less-user-friendly 

interfaces on relatively smaller screens of smartphones 

may cause the cognitive overload problem for some users 

[48]. We think that bloatware problem can be mitigated by 

adapting/tuning the addition of new features to user 

needs. In particular, the trade-off between usability and 

functionality should be taken into account especially for 

different age groups and regions when adding features to 

applications. For example, for elderly, novice, and casual 

users, basic software functionality may be considered 

enough [22]. Last, developers should try to keep the next 

version more stable, more user-friendly, and less 

hardware hungry. Maximizing backward compatibility and 

reducing cognitive overload for users may minimize 

bloatware effect and enhance the efficiency of 

applications.   

B. Software Engineering Tools and Techniques  

Some bloatware is the results of poor compliance of 

mobile software with software engineering standards (or 

the lack of proper engineering standards for mobile 

applications), especially improper attention to non-

functional requirements [49, 50], such as requirements 
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related to software power consumption, security, and 

performance. Moreover, traditional software engineering 

techniques for desktop development may not be effective 

in the domain of smartphone application development 

[51]. This is because smartphones have diverse hardware 

and operating systems that may pose specific challenges 

to the developer. Therefore, traditional techniques may be 

practiced with care. Further, long-term use/deployment of 

applications in the case of the smartphone may not be 

effective as hardware and operating system features of 

smartphones are continuously evolving.  

C. Utilization of sensory data 

Continuous generation of data by sensing devices 

installed in many smartphones is expensive because the 

transportation of sensor data to system-on-chip requires 

the constant attention of the CPU [7]. Furthermore, a 

large amount of sensory data may cause energy 

insufficiency problems on Android-based phones. So far, 

little attention has been paid to the problem of bulk 

sensory data on smartphones.  Some approaches based 

on the detection and analyses of the utilization of sensor 

data have been proposed in [25, 26, 44]. However, there 

is room for further research in particular with regard to 

finding better ways for the utilization of sensor data. An 

approach to tackle the issue of unwanted sensory data is 

to make sensors generate data on demand (by 

applications). Another potential solution may be to take 

regional trends into account when developing mobile 

applications as users of different regions has different 

requirements for mobile applications and may need 

simple smartphone features [52].  

D. Controlling pre-installed bloatware 

Due to market competition, mobile phone companies 

are usually under immense pressure to release better and 

feature-rich smartphones in terms of both hardware and 

software. However, companies do not carefully assess the 

usefulness of these applications for consumers and as a 

consequence, many new applications degrade bloatware 

[2]. Companies should avoid pre-installation of software if 

there is the frequent removal of such software by 

customers. An example is the NEXUS series by Google, 

which supports direct rooting or quick rooting with a few 

simple steps [2]. An issue with these techniques, however, 

is that privacy and security may be compromised [1, 53].  

 

E. On-demand updates 

Operating system and application updates play a 

major role in maintaining the stability and security of a 

device [38, 39, 54]. However, lengthy and insecure 

updating process can damage a device and data [36]. 

Moreover, rapid updates are not always welcome by the 

smartphone users [55], especially when most features or 

User Interface (UI) are changed significantly by the 

updates [54]. In addition, it may waste online data usage 

[2].  Excessive updates may degrade a mobile application 

to bloatware. A potential solution can be updated on 

demand instead of applying updates automatically. 

Moreover, as user behavior to updates differs significantly 

across the countries, companies and developers should 

take the country of their target users into consideration 

when choosing updates [52]. 

 

  

 

Beside some experimental results, an empirical study 

was conducted to investigate the user’s perception about 

bloatware. We conducted a mixed mode survey 

(observation, interview, and questionnaire) for analysis. 

The type of interview was structured. A random sample of 

350 smartphone’s users was surveyed at the university. 

These include students, teachers, and professionals. 

There were 23 questions in the survey, which 03 were 

personal information and were not included in results and 

analysis. We tried the elicitation of user’ perception about 

bloatware from these perspectives (1) about unwanted 

apps (2) about rapid growth (3) about consequences in 

terms of unwanted power consumption (4) about rapid 

updates (5) about security & privacy concerns specifically 

from bloatware perspectives and (6) about in-app ads.  

A. Demographics 

A random sample of 350 respondents was selected 

for analysis. To make the survey unbiased, we tried to 

survey every age group including male and female. The 

following table shows the demography of 

participants/respondents. 

 

 

 

 

  

METHODS AND MATERIAL  
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Table 5.  Demographics 

Table 5.  Demographics 

Participants  Demographics  Number of 

Participants 

Percentage  

Gender Female 60 17.14 

Male 290 82.85 

Age group 20 to 30 Years 120 34.28 

31 to 40 Years 110 31.42 

41 to 50 Years 80 22.85 

 others 40 11.42 

Background Educated 280 80 

Literate 70 20 

Smartphone 

Usage 

Experience  

1 years 60 17.14 

2 year 80 22.85 

3 year 80 22.85 

4 years 65 18.57 

5 years 55 15.71 

 others 10 2.85 

 

 

 

A. Smartphone’s Operating system  

Observing user’s smartphones, we found that 80% of 

users have an Android operating system. One reason for 

this high number of Android user was low-price affordable 

smartphones in the surveyed region. Apple’s iOS was 

installed on 7% of the smartphone. Rests of 13% users 

have another operating system including Windows and 

legacy Nokia’s Symbian operating system.   

B. Investigating Unwanted apps 

By estimating the number of unwanted apps in a 

smartphone, we first educated the respondent that what 

we mean by the unwanted app and then collected the 

responses using interviews and observation. By 

interviewing and observing a user’s smartphone, we 

found that 90% of the total apps were pre-installed on 

their smartphones. We found that on average 10% of 

apps were installed. Except for basic telephony, i.e. SMS, 

Call, Email etc., rest of the pre-installed apps were rarely 

used.  

C. Analysing the rapid growth and size 

Analyzing the growth and size of pre-installed apps, 

we found that 60% of the heavyweight application was 

pre-installed and declared as bloatware due to their rear 

usage. These heavyweight applications become more 

obese after major updates. We also found that 30% of 

smartphones users were suffering from low memory 

space due to the large application. Because of rare 

usage, 72 % of people want to uninstall pre-installed 

heavyweight apps. However, 90% of users were not 

aware of rooting, jailbreaking, and their negative 

consequences. In addition, these heavyweight 

applications clutter the smartphone’s user interface and 

contribute to cognitive overload especially for non-

technical and senior citizens.  

D. Unwanted power consumption by sensors 

Surprisingly, 82% of smartphone’s users do not track 

the RAM usage nor they clear their smartphone’s cache. 

In addition, 95% of the people do not close their running 

apps in memory. Furthermore, 91% of the people were 

not aware of unnecessary power consumption of 

smartphone’s sensors. Except for games, which use the 

accelerometer, gyros etc., 80% of people have no 

application for proper usage of sensory data and hence a 

wastage of continues power consumption by the 

smartphone’s sensors.   

E. Examining Rapid Updates 

By examining responses, we found that 60% of 

people do not update their apps. Only 16 % of users have 

updated their OS. Although, a few users wish to update 

their smartphone operating system, due to unavailability 

of an updated version for their smartphones restrict them 

to older versions. Only 25% of people update overall 

apps, while 30% of people update only their desired apps. 

Analyzing user responses, we found that people do not 

like regular updates nor they like regular prompts about 

updates.  

F. Malicious Apps and Android Permissions 

Installing apps and games on a smartphone is a 

normal behavior. However, 93% of people are not aware 

of Android permissions that are requested by an app 

during installation. They never read in detail the 

permissions popups and usually grating these 

permissions to an app is casual. We found that 98% of 

the people were not aware of negative consequences of 

blindly grating the permissions to an app Furthermore; we 

found that 85% of people have installed their apps from 

authentic source i.e. Google’s Play and Apple’s iTunes. 

Only 15 % of people have installed their apps from other 

sources including sharing of Android Package (.APK) 

files. 

RESULTS AND ANAYSIS  



                              

pISSN: 2523-5729; eISSN: 2523-5739                            JICTRA 2017  29 

G. In-app ads and security concerns 

By observing and analyzing the collected responses, 

we found that users prefer free apps. However, 97% of 

the people do not like in-app ads that come with free 

apps. One major reason for disliking in-app ads is that it 

pops up during an application usage, which destructs a 

user attention.   
 

In this paper, we explored the problem of bloatware 

and the effects on device resources and security and 

privacy of user data.  Through our experimental and 

empirical study, we found that in addition to manifesting in 

the form of pre-installed software, bloatware effect is 

caused by a number of other practices/factors such as 

excessive featurism, software upgrades and new 

releases, rapid application updates, and bulky sensor 

data. We found a good evidence of the relationship 

between the size and complexity of applications and the 

bloatware effect. The connection underlined the need for 

a tradeoff between software quality and functionality, and 

consumption of device resources especially the 

constraints on the battery power and the RAM and CPU 

usage. Nowadays, developers are not giving due attention 

to save bits, bytes and processor cycles for the 

development of software applications2. In our view, a 

potential solution to the problem of bloatware may be the 

proper planning of the software design process, better 

compliance with software engineering standards, and 

more focus on the real needs and expectations of users. 

In particular, component-based assembly, and rapid 

development should be geared towards optimal resource 

usage, security, and privacy. In future, we intend to 

explore ways and means for minimizing the bloatware 

effect especially from software engineering point of view.  
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