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ABSTRACT

Healthcare and business solutions are transforming towards decentralized architectures. In this regard,
many blockchain-based solutions have been proposed. Some are order-execute architecture while some
are based on execute-order architecture of blockchain. Execute-order architectures are famous for general
purpose business applications. Hyperledger-composer is a smart-contract framework specifically designed
to model business apps comfortably. Hyperledger-composer supports role-based access control, however,
it is new to adopt by Healthcare applications. The most important aspect of Healthcare applications is
to provide access to sensitive documents. In this paper, we are formally defining constraint role-based
access control (CRBAC) in Z formalization language to prove the properties of CRBAC in a Healthcare
document sharing for blockchain, specifically for Hyperledger-composer. The paper aims to take Healthcare
document’s access via constraint-based access control while the interface to the roles and documents are
decentralized.
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among the patient and Healthcare roles, such as, doc-
tor, technician, laboratories representatives. There
are many use-cases where the release of health record
needs trust among various stakeholders. Blockchain
based solutions help to tackle these problems. One
of the IBMs solutions provide Hyperledger composer.
Composer is based on role-based access control. For
further reading on composer access control, the au-
thor refers the reader to the document [9].

In this regard, we are providing a constraint role-
based control formalization in Z notation. The for-
malization is specifically made for Healthcare docu-
ment sharing on Hyperledger composer among vari-
ous roles. It will help formally prove all the trans-
actions in a Healthcare record setting for the newly
designed Healthcare apps over blockchain. Z formal-
ization is very well defined in [8] for further reading.

Access control is a core functionality required when
working with Healthcare. It is required in provision
of basic resources needed to certain groups or partic-
ipants. In [4], the concept of distributed ledger uti-
lized to store transactions. They have ensured that
various stakeholders in the e-health have knowledge
about rest of parties that are dealing with e-Health
resources in order to maintain integrity, scalability,
authenticity and audibility. However, the work done
in this research deviates from our work in many as-
pects.

In [7], a cloud based Healthcare system is presented
that possess important features necessary for ensur-
ing privacy of Healthcare applications and confiden-
tial data. The concept of utilizing clouds for ap-
plications has become famous. However, it faces
challenges in terms of privacy. In [2] Horizon
et. al, employed general data protection regula-
tions (GDPR) to embed multiple security tests and
data protection tools in common deployable infras-
tructure. Study reported in [11] by Zhang et. al,
applied various software patterns to address inter-
operability in Blockchain-based Healthcare Applica-
tions. They identified features and implementation
challenges in Healthcare interoperability. Given an
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end-to-end case study of a blockchain-based health-
care application.

Yue et al. [10] developed an application
namely Healthcare Data Gateway (HGD) based on
blockchain. The solution helps control and share
clients data easily without compromising privacy. It
provides an excellent way to increase intelligence of
Healthcare systems and at the same time keeps pa-
tient data private. Their proposed access control
model make sure to provide control over Health-
care records in Blockchain network. Dagher et al.
[3] presented a framework, a blockchain-based, for
providing access to various stackholders in a secure
manner. The stackholders includes providers, third
parties and patients. The framework is interopera-
ble and work efficiently. The framework preserves
the privacy of patients sensitive information. Our
framework, named Ancile, utilizes smart contracts
in an Ethereum-based blockchain for heightened ac-
cess control and obfuscation of data, and employs
advanced cryptographic techniques for further secu-
rity.

Contribution: The work done so far provides var-
ious aspects of Healthcare records sharing. However,
based on our knowledge none of the previous research
shown access control mechanisms for Healthcare apps
on a private blockchain, such as, Hyperledger Com-
poser. In this paper, we are formally defining in Z
Notation all the properties of RBAC and CRBAC of
Healthcare document sharing based on SECTET.

Paper Structure: The rest of the paper is orga-
nized as follows. Section 2 defines complete RBAC
properties in Z formalization. Section 3 shows ex-
tension to the NIST formalization of RBAC and that
more fits in private blockchains. Section 4 brings con-
straints to RBAC and explain the document sharing
with a role in a Healthcare environment. In section
5 the author concludes the paper.
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Specifying RBAC in Z

RBAC is the core access control model of Hyper-
ledger Composer for simplicity of the reader we are
initially defining the complete RBAC formalization
in Z. Later we will proceed with costraint-based ac-
cess control for Healthcare document sharing based
on SECTET.

2.1 Building Blocks of RBAC
2.1 Building Blocks of RBAC

This is merely an outline of the RBAC model and is
described purely in Z notation. For a discussion of
the constraints and semantics, see [6].

USERS, ROLES and OPERATIONS are the only ba-
sic datatypes in RBAC.

[USERS, ROLES, OPERATIONS)

We need to define a shorthand symbol () for inher-
its function since it is used by many other functions
and constraints. r; ~ 79 is a relation which returns
true if role r; inherits from role . We also define
the transitive and the transitive, reflexive closure of
this relation.

relation (.~ )
relation (_~7T )
relation (- ~* )

t_,.n*_: ROLES x ROLES
Vz,y: ROLES e z ~ y < (z,y) € inherits

N LN

Vx,leOLESOZL’/\/+y<:>yEU{TLZN|TL21O

inherits™(z)}
Va,y: ROLES ez n*ysantyvae=y

Some helper functions:
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authorizedRoles : USERS + P ROLES

Vu: USERS e authorizedRoles(u) <
{r: ROLES |{3p: ROLES | p €
assignedRoles(u) A p ~* r}}

authorizedUsers : ROLES + P USRERS

Vr: ROLES e authorizedUsers(r) <
{u: USERS | r € authorizedRoles(u)}

We define some properties that must hold for a State
to be consistent.
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P1==Vr:ROLES e #(authorizedUsers(r)) <
cardinality(r)

P2==Vr:ROLES e =(r ~n" r)

P3==Vu:USERS; r1,r2: ROLES e rl
€ assignedRoles(u) A r1 € assignedRoles(u) =
=(r1 ~T r2)

P4==Vu:USERS; r1,7r2: ROLES e rl
€ authorizedRoles(u) A 12 €
authorizedRoles(u) = (r1,r2) ¢ ssd

P5==Vr:ROLES e (r,r) ¢ ssd

P6==Vrl,r2: ROLES e (r1,r2) € ssd =
(r2,71) € ssd

P7==Vrl,r2: ROLES ¢ r1 A" r2 =
(rl,72) ¢ ssd

P8==Vr,rl,r2: ROLES e r AT rl1 A T
AT r2 = (r1,r2) ¢ ssd

P9==VYr7r,r1,72: ROLES ¢ 1 AT r1 A (r1,72)
€ ssd = (r,12) € ssd

P10 ==VYu: USERS e activeRoles(u) C
authorizedRoles(u)

P11l ==Vu: USERS; r1,72: ROLES e rl
€ activeRoles(u) A 12 € activeRoles(u) =
(r1,r2) ¢ dsd

P12 ==Vrl,r2: ROLES e (r1,12)
€ dsd = (r1,12) ¢ ssd

P13==Vrl: ROLES e (r,r) ¢ dsd

P14 ==Vrl,r2: ROLES e (rl,r2) € dsd =
(r2,r1) € dsd

P15==Vrl,r2: ROLES e r1 ~n" 12 =
(rl,7r2) ¢ dsd

P16 ==Vr,rl,r2: ROLES e rAT r1 AT
AT r2 = (r1,r2) ¢ dsd

P17 ==Vr,r2,7r2: ROLES & r1 ~n" r1 A (71,
r2) € dsd = (r,12) € dsd

2.2 State in RBAC
2.2 State in RBAC

Now, let’s define what a State is in RBAC.
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— State
users : P USERS
roles : P ROLES
assignedRoles : USERS P ROLES
activeRoles : USERS + P ROLES
inherits : ROLES <+ ROLES
ssd : ROLES <> ROLES
dsd : ROLES <> ROLES
cardinality : ROLES + N

users = dom assignedRoles

users = dom activeRoles

roles = dom cardinality
P1ANP2ANP3AP4AANPSAP6APTANPSAPIAN
P10 A P11 A P12 A P13 A P14 A P15 A P16 A P17

For a complete description of these constraints for
consistency of a State, please refer to [6], Section 3.4.

2.3 Operations on State
2.3 Operations on State

— addUser
AState
user? : USERS

user? ¢ users

users’ = users U {user?}

activeRoles' = activeRoles U {user? — &}
assignedRoles’ = assignedRoles U {user? — @}

— rmUser
AState
user? : USERS

user? € users

users’ = users \ {user?}

activeRoles’ = {user?} < activeRoles
assignedRoles’ = {user?} < assignedRoles
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— addRole

AState
role? : ROLES

role? ¢ roles
roles’ = roles U {role?}
cardinality’ = cardinality U {role? — oo}

— rmRole
AState
role? : ROLES

role? € roles

Yu: USERS e role? ¢ assignedRoles(u)
—(3p: ROLES e p ~ role? \V role? ~ p)
—(3p : ROLES e (p,role?) € ssd)
—(3p: ROLES e (p,role?) € dsd)

roles’ = roles \ {role?}

cardinality’ = {role?} < cardinality

— addAssignment

AState
user? : USERS
role? : ROLES

user? € users

role? € roles

role? ¢ authorizedRoles(user?)

Vp: ROLES e 1ole? A" p=p¢
assignedRoles(user?)

Vp: ROLES e p € assignedRoles(user?) =
(p,role?) ¢ ssd

Vp: ROLES e role N* p =
#(authorizedUsers(p)) < cardinality(p)
assignedRoles’ = (assignedRoles\
{user? — assignedRoles(user?)})U
{user? — (assignedRoles(user?) U role?)
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— rmAssignment

AState
user? : USERS
role? : ROLES

user? € users

role? € roles

role? € assignedRoles(user?)

Vr: ROLES e r € activeRoles(user?) A role? n*
r= dp: ROLES e p # role? Np AT r

A p € assignedRoles(user?)

assignedRoles’ = ({user?} < assignedRoles) U {
user? — (assignedRoles(user?) \ role?)}

Before removing a role from assignedRoles, you need
to make sure that there is another role which is as-
signed so that it can take care of the currently ac-
tiveRoles of the user. Otherwise, the user will be in
activeRoles even though he’s not authorized by any
role.

—— addInheritance
AState

r1? : ROLES

r2? : ROLES

r1? € roles N\ r2 € roles
r1? # r27
=(r1? AT r2?) A (27 AT r1?)
YVu: USERS; r: ROLES o 12?7 AT r A
r1? € authorizedRoles(u) =
r ¢ assignedRoles(u)
Vr: ROLES e (r,r2?) € ssd = (r,r1?) € ssd
Vr:ROLES e (r,r2?) € dsd = (r,r1?) € dsd
Vr:ROLES e 27 n* r =
#(authorizedUsers(r1?)U
authorizedUsers(r)) < cardinality(r)
inherits’ = inherits U (r17?,r27)
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— rmlinheritance
AState

rl? : ROLES
r2? : ROLES

r1? € roles N r2 € roles
rl? ~ r2?
Yu: USERS; r: ROLES e
u € authorizedUsers(r1?) A r € activeRoles(u)

ATr2T A r= dp: ROLES;
newinherits : ROLES <> ROLES o

p € assignedRoles(u) A

newinherits = inherits \ (r1?,r2?) A

(re U{n :N|n>1 e newinherits™(p)}
inherits’ = inherits \ (r1?,r27)

— addSsd
AState

r1? : ROLES
r2? : ROLES

rl? € roles N 127 € roles

r1? # r2?7

(r1?,727?) ¢ ssd

(r1?,r2?) ¢ dsd

Vr:ROLES e r ~rl1? = (r,127?) € ssd
Vr: ROLES e r ~ 12?7 = (r,r1?) € ssd
Vu: USERS e {r1?,r2?} ¢ assignedRoles(u)
ssd' = ssd U {(r1?,r27), (r2?,r17)}

— rmSsd
AState

rl? : ROLES
r2? : ROLES

r1? € roles N r2? € roles

(r1?,r2?) € ssd

Vr: ROLES e r1?7 ~r = (r,127) ¢ ssd
Vr: ROLES e 12?7 1 = (r,127) ¢ ssd
ssd" = ssd \ {(r1?,7r27?),(r2?,717)}
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— addDsd
AState

rl? : ROLES
r2? : ROLES

r1? € roles N r27 € roles

rl? # r2?

(r1?,727?) ¢ ssd

(r1?,727) ¢ dsd

Vr: ROLES e r ~ r1? = (r,r2?7) € dsd
Vr:ROLES e r ~ 12?7 = (r,rl?) € dsd
Vu: USERS e {r1?,r2?} ¢ activeRoles(u)
dsd' = dsd U{(r1?,r27?),(r2?,717)}

— rmDsd
AState

r1? : ROLES
r2?7 : ROLES

r1? € roles N r27 € roles

(r1?,7r2?) € dsd

Vr:ROLES e r1? ~ r = (r,127) ¢ dsd
Vr: ROLES e 127 ~r = (r,127) ¢ dsd
dsd" = dsd \ {(r1?,7r2?),(r2?,r1?)}

— setCardinality
AState

role? : ROLES
c¢?:N

role? € roles

# (authorizedUsers(role?)) < ¢

cardinality’ = ({role?} < cardinality) U {role? — c}
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— addActiveRoles

AState
user? : USERS
roles? : P ROLES

user? € users
roles? € P roles
roles? C authorizedRoles(user?)

Uroles?) = (rl,r2) ¢ dsd
activeRoles’ = (user? < activeRoles)U
{user? — (activeRoles(user?) U roles?)}

— rmActiveRoles
AState
user? : USERS
roles? : P ROLES

user? € users

roles? C activeRoles(user?)

activeRoles' = (user? < activeRoles) U {user?
— (activeRoles(user?) \ roles?)}

MODIFICATIONS TO NIST

The basic NIST RBAC paper [6] does not define what
ROLES are. It treats them as basic type and leaves
it at that. For our purposes, they are used to define
what operations a role is allowed to perform. This
feature is added to State by means of the partial func-
tion allowedOps. We call the modified state, MState.

— MState
State
operations : P OPERATIONS
allowedOps : ROLES - P OPERATIONS

roles = dom allowedOps

Now we define how we can add and remove operations
and allowed operations to and from an MState.
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— addOp

AMState

op?: OPERATIONS

op? ¢ operations

operations’ = operations U {op?}

Vrl,72: ROLES e {r1,r2} C (activeRoles(user?) When removing an operation, we have to make sure
that all the roles that are allowed to perform that
operation are updated.

— rmOp
AMState
op?: OPERATIONS

op? € operations
operations’ = operations \ {op?}
allowedOps’ = {r : ROLES o

{r — (allowedOps(r?) \ {op?})}}

— addAllowedOps
A MState
ops? : P OPERATIONS
role? : ROLES

role? € roles
ops? € allowedOps(role?)
allowedOps’ = (role? < allowedOps)U

{role? — (allowedOps(role?) U ops?)}

— rmAllowedOps

A MState
ops? : P OPERATIONS
role? : ROLES

role? € roles

ops? C allowedOps(role?)

allowedOps’ = (role? < allowedOps) U {role?
— (allowedOps(role?) \ ops?)}

3.1 Deciding Validity
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5.1 Document Model

5 ADDING CONSTRAINTS WITH CRBAC

3.1 Deciding Validity

A wuser is allowed to perform an operation if there
is a role which is allowed to perform that operation
and the user belongs to active users of that role. We
define a syntax for using this function. o = u (read
as o is valid for u) iff user u is allowed to perform
the operaion o.

relation _ = _

| - = -: OPERATIONS x USERS

Vo : OPERATIONS; u: USERS e 0 Fu &
{37 : ROLES | r € roles ® o € allowedOps(r)
A r € activeRoles(u)}

The initialization of State is given by the axiomatic
definition. We only need to define assignedRoles,
users and roles as an empty set. All the other
sets and relations depend on the existence of one
of these due to properties P1... P17 and State con-
straints. They are, therefore, automatically initial-
ized to empty sets.

InitState == {assignedRoles = &, users = &,
roles = @}

In the next section, we add the definitions which en-
able us to use CRBAC in addition to RBAC.

ADDING CONSTRAINTS

RBAQC, in its basic form, does not cater for the prin-
ciple of least previledge. Constrained based RBAC
(CRBAC) is one approach developed by Alam et
al. [1] to add partial inheritance of permissions and
for using RBAC in an SOA architecture. (Not a very
good description.)
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Since the architecture of CRBAC depends on the
Document Model of SECTET for the definition of con-
straints, we need to define the document model before
we can define CRBAC.

5.1 Document Model

The SECTET architecure is based on UML. The Docu-
ment Model describes different entities and how they
are associated with each other. It includes differ-
ent constructs such as association and generalization.
Please refer to Figure 4. in [?] for an example of a
Document Model.

This specification of the Document Model is based
on the formalization of UML by Evans [5]. First,
we need to define a class in terms of its attributes,
and methods. Values will be useful when we define
instantiation of classes to objects. Names are used to
define roles of classes in associations and the names
of associations themselves.

[ATTRIBUTES, NAME, ARGS]

BASICTYPE ::= nil | DATE | TIME | true | false
IN|Z

METHODS == (NAME x P ARGS)-+

BASICTYPEARGS == 0©

—— CLASS
attribs : PATTRIBUTES
methods : P METHODS

Association between classes is defined using associa-
tions and association ends. An association end de-
scribes the role of the class in the association and an
association is composed of a name and two associa-
tion ends.
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5.1 Document Model

5 ADDING CONSTRAINTS WITH CRBAC

ASSOCIATONEND
rolename : NAME
class : CLASS
mul : PN

— ASSOCIATION
name : NAME
e1, e : ASSOCIATIONEND

e1.rolename # eg.rolename

Now, we can define the document model precisely.

relation _ C _
relation -t _
relation _ C* _

— DOCUMENTMODEL
classes : P CLASS
assocs : P ASSOCIATION
superclass : CLASS - CLASS

Ve, c2 0 CLASS o superclass(ca) = ¢1 = ¢1 C o
Vec: CLASS @ ~(cCT ¢)

We remove the possibility of circular inheritance us-
ing the second constraint.

Class inheritance is defined using an axiom. This
states that all sub classes inherit all attributes and
functions of the super class. This is all that is needed
to define inheritance. ¢; T ¢y means that ¢ is a
super class of ¢;. Of course, as usual, we’ll need to
define the reflexive, transitive closure along with the
definition.
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_C._.Ct_ _C*_:CLASS x CLASS

Ve, co: CLASS @ ¢1 T o =

Va: ATTRIBUTES e a € c.attribs

= a € cy.attribs

AVYm : METHODS e m € ci.methods

= m € cyg.methods
Vep,cq: CLASS ¢ C7F ¢ =

c € U{n :N|n>1 e superclass™(c2)}
Ver,co: CLASS © ¢i C°F ¢o =

C1 Ct c2 Ve =cy

This takes care of the instances of the classes as well
as instances just assign values to attributes.

To define objects, we need to define two constructs.
One is a function which returns the objectID — a
unique identifier which identifies an object of a class
— and the other is links which gives links between
instances of class.

[ObID)]
OBJECTS == CLASS P ObjID

— Instantiation
obj : OBJECTS
links : ASSOCIATION —+ (ObjID x ObjID)
values : (ObjID x ATTRIBUTES) - BASICTYPE
objClass : ObjID — CLASS
Yo :ObjID; c: CLASS o 0 € obj(c) =
0bjClass(o0) = ¢

YVas: ASSOCIATION; o1 : ObjID, og : ObjID
e (01,00) €

links(as) =

The first constraint is self-explanatory and defines
what objClass is. The second one means that a link
can only be created between two objects if there is
an association between the classes of the objects.
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5.2 Defining CRBAC expressions

5 ADDING CONSTRAINTS WITH CRBAC

5.1.1 Minor Variables and Functions

Before using CRBAC state, we need to define a global
variable which can return the value of the current
user logged making the request. We call this the
requestingUser. This value will be initialized by the
system when a request is made. We also define a
method for returning the 0bjID of the object of a class
created for the user making the request. Both of these
operations are implementation dependant and cannot
be described here.

requestingUser : USERS
userObj : (USERS x CLASS) + ObjID

The function pickOne, when given a set of
BASICTYPE, returns a single element belonging to
the set. If the set contains more than one elements,
the function returns false. (It is not however called
for sets which have more than one elements.)

pickOne _: P BASICTYPE — BASICTYPE

Vz:PBASICTYPE; y: BASICTYPE | #z =1
ANy €z o pickOne(z) =y

Vi :PBASICTYPE; y: BASICTYPE | #x #
1 e pickOne(x) = false

5.1.2 Redefining Operations

In SECTET , constraints are dependant on the values
passed to operations. So, we cannot leave operations
as basic types as in RBAC. We redefine operations
as such:

OPERATION
name : NAME
params : P NAME

An operation has a name and a list of parameters.
An operation call assigns all values of the arguments
to some basic type. These are the arguments passed
to the operation during the call.
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— OPCALL
op : OPERATION
vals : NAMFE — BASICTYPE

op.params = dom vals

5.2 Defining CRBAC expressions

CRBAC adds access constraints to the basic RBAC
model.

CRBAC describes expressions using a predicate lan-
guage called SECTET-PL. A SECTET-PL expres-
sion (¥) is of two types: navigation expression (O)
and predicate expression(®).

UV:=0|2

© ::= BASICTYPE | ObjID | val{{ ObjID x

ATTRIBUTES)) | opval (NAME))

| selectOne{{ObjID x NAME x ®))
| select{{ ObjID x NAME x ®)) |

funCall{{ ObjID x NAME x P ARGS))
| subjectMap{{ CLASS))

O = true | false | or{(® x ) | and{(P x D)) |
neg (@) | eq(® x ¥) | 15(© x O)) |
gr{(© x ©)) | leg((© x O)) | geg{(© x ©))
| let( VAR x © x @)

The NAME in both select and selectOne refers to
the name of the association end that the selection is
referring to. NAME in funcall refers to the name of
the function being called.

Where V, A, =, <, >, <, > have the same meanings as
their numerical and logical counterparts.

5.2.1 Evaluating SECTET Expressions

For the purpose of assigning values to a SECTET ex-
pression, we define an operator called called eval. For
evaluating permission predicates, the relation defined
in Section 5.5.2 is used. The evaluation of navigation
expressions is done directly by the eval function.

relation cval _
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5.3 Defining PACs

5 ADDING CONSTRAINTS WITH CRBAC

eval _: (U x CRBACState x OPCALL) — P
BASICTYPE

Ve:®; s: CRBACState; ¢: OPCALLe
eval(e, s, c) < {(c,s) Fs e}

e cval(e,s,c) = {e}
Ve: ObjID; s: CRBACState; ¢: OPCALL
e cval(e, s, c) = {e}

:c: OPCALLe
eval(val(o, a), s, ¢) = {s.values(o, a)}
Ve¢: OPCALL; n: NAME; s : CRBACState ®
eval(opval(n), s, c) = {c.vals(n)}
Yo:ObjID; n: NAME; p: ®; s: CRBACState

:c: OPCALL o eval(select(o,n, p), s, c) =
{b: ObjID |
b € s.obj

A (Fas : ASSOCIATION e
=n)V
= n)

A(e,s8)Esp
}
Yo: ObjiD; a: NAME; p: ®; s: CRBACState
:c: OPCALLe
eval(selectOne(o, a,p), s, c) =
{pickOne(eval(select(o, a,p), s, c))}
: Objld; n: NAME; as : P ARGS; s :
CRBACState; ¢ : OPCALLe
eval(funcall(o, n, as), s, c) =
{s.0bjClass(0).methods(n, U{a :
U|ac€ase eval(a,s, c)})}
CLASS; s: CRBACState; ¢: OPCALL
o cval(subjectMap(e), s, c) =
{userObj (requestingUser, e) }

Ve:

The evaluations are self explanatory but require some
clarifications at a few points.

eval(val(o, a), s, ¢) returns the value assigned to at-
tribute a of object o in CRBACState s using the
function wvalues in s.

eval(opval(n), s, ¢) returns the value passed by the
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((0,b) € s.links(as) A as.e2.rolename

((b, 0) € s.links(as) A as.el.rolename

user during the opcall ¢ for the variable n. This is
given by the vals function of opcall c.

In select, the predicate specifies that the evaluation of
select navigation expression yeilds all objects which

Ve: BASICTYPE; s: CRBACState; ¢ : OPCALL are linked to the object passed with an instantiation

of the association end name passed. Specifically, all
objects such that there exists an association which
links them with the original object with the associa-

Vo : ObjID; a: ATTRIBUTES; s: CRBACState tion end name passed to select. It also ensures that

the predicate expression yields true.

eval (funcall(o, n, as), s, c) returns the value com-
puted by calling method n with arguments as of ob-
ject o in CRBACState s. It first evaluates all naviga-
tion expressions passed as arguments and combines
the results in a set and passes it to the method n.
The function methods in every class maps a method
name and arugments to it’s value. This function is
used here for computation of final result of the func-
tion call.

eval (subjectMap(e), s, ¢) returns the object of a class
corresponding to the calling user. This is imple-
mented through the minor functions described in Sec-
tion 5.1.1

5.3 Defining PACs

A PAC is defined as a collection of operation, role
and a predicate expression.

PAC
op : OPERATION
role : ROLE
pred : ®

The three types of PAC are defined using this same
definition. Their semantics are made clear from their
use.
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5.4 CRBAC State

Now, the MState can be refined using DOCUMENT-
MODEL, Instantiation and PACs for CRBAC. We
call this new state, the CRBACState.

—— CRBACState
MState
DOCUMENTMODEL
Instantiation
gPACs : P PAC
ddPACs : P PAC
nPACs : P PAC

Vp: PAC e p ¢ ((ddPACs N nPACs) U (ddPACs
NgPACs) U (¢PACs N nPACs))

The only constraint for PACs is that a single PAC
cannot be of any two types.

We define some operations for addition and removal
of PACs from a state.

— addGPAC
ACRBACState
p?: PAC

p? ¢ gPACs
gPACs" = gPACs U {p?}

We do not need to check if p? is already contained in
another PAC collection because we already have this
constraint in the basic CRBACState definition.

— rmGPAC
ACRBACState
p?: PAC

p? € gPACs
gPACs" = gPACs \ {p?}

Similar operations are defined for ddPAC and nPAC:"

pISSN: 2523-5729; eISSN: 2523-5739
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— addDDPAC
ACRBACState
p?: PAC

p? ¢ ddPACs
ddPACs' = ddPACs U {p?}

— rmDDPAC
ACRBACState
p?: PAC

p? € ddPACSs
ddPACs' = ddPACs \ {p?}

— addNPAC
A CRBACState
p?: PAC

p? ¢ nPACs
nPACs' = nPACs U {p?}

— rmNPAC
A CRBACState
p?: PAC

p? € nPACs
nPACs' = nPACs \ {p?}

5.5 Defining Satisfiability and Valid-
ity
In order to determine which operations are allowed

to which users, we need to define two operators.

5.5.1 Constrained Validity

We defined the basic validity operator = in Sec-
tion 3.1 . Here we define constrained validity using
the operator |=.. We say that an operation o is valid
with constrains in state s for a user u iff

1. the user belongs to a role which is in activeRoles
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of that operation,

2. there is at least one general or data dependant
constraint allowing that operation to that role
and

3. there is no negative constraint prohibiting that
role from performing that operation

This is written as (o0, s) = u. Specifically,

relation _ =, _

_E._: (OPCALL x CRBACState) x USERS

Vo: OPCALL,s: CRBACState; u: USERS e

(0,8) Fcu &

(37 : ROLES | r € s.roles ®
0.0p € allowedOps(r) A r €

activeRoles(u)

A(3p:PAC | p.op = 0.0p A p.role =r
o(p € gPACs V p € ddPACs) A (o, s)
Fs p.pred)
A(=3p: PAC | p.op = o A p.role =

r o p € nPACs A (0,8) Es p.pred)

)

5.5.2 Satisfiability

A CRBACState s is said to satisfy a predicate p iff
the predicate returns the value true when applied to
that state. For this purpose, we define the satisfiabil-
ity operator Fg. If s F4 p, we say that state s satisfies
the predicate expression p.

relation _ F, _
relation _¥; _

pISSN: 2523-5729; eISSN: 2523-5739 13

_Fs -1 (OPCALL x CRBACState) x ®
_¥s _: (OPCALL x CRBACState) x @

Ve¢: OPCALL; s: CRBACState; p: ® o (s,¢)
Fs p < p=true

V 3p1,p2:® e (p=or(p,p2) A((s¢) Fs p1
\ (8, C) Fs p2)

V 3p1,p2:® e (p=and(p,p2)) A ((s,¢) Fs ;1
A (s,¢) Es p2)

V3py: @ e (p=mneg(po)) N ((s;c) Fs po)

V 3pi,pe: Ve (p=eq(pr,p2)) A
(pickOne(eval(py, s, c)) =
pickOne(eval(pa, s, ¢)))

V 3p1,p2: O e (p=1Is(p1,p2)) A
(pickOne(eval(p1, s, c)) <
pickOne(eval(ps, s, ¢)))

V3pi,p2: O e (p=gr(pi,p2) A
(pickOne(eval(p1, s, c)) >

pickOne(eval(pz, s, ¢))
1
)

)

V' 3p1,p2: O e (p=leq(py, p2)) A
(pickOne(eval(py, s, ¢)) <
pickOne(eval(pa, s, ¢)))

V 3p1,p2: O e (p=geq(pr,p2)) A
(pickOne(eval(p1, s, ¢)
) > pickOne(eval(ps, s, ¢)))
Vdz: VAR; € :0; pg: De
(p = let(20, €0, po)) N
((e, 8) Es poleval(eg, s, ¢)/20])
Vs: CRBACState; p: ® o s¥y p < —(sFs p)

The semantics of these definitions are all evident ex-
cept for let. A let statement creates a lexical scope
for the variable in a permission predicate expression.
We use the default substitution syntax of Z to ac-
commodate this. Any appearance of the variable z
in permission predicate pg is replaced with the value
given by evaluation of the navigation expression e
passed to the let expression. The resulting permis-
sion predicate is evaluated as any normal permission
predicate.

The use of pickOne is necessary in places where the
comparison is being made because eval returns a set
of BASICTYPESs. They would contain only a single
element which is returned by pickOne. Only in let is
there a possibility (and indeed use) of multiple return
values (due to selet type navigation expression). This
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